~ UBNDTINHBACNINH CONG HOA XA HO1 CHU NGHiA VIET NAM
SO THONG TIN VA TRUYEN THONG Doc lap - Tu do - Hanh phic

Sé: 5X5/STTTT-CNTT Béie Ninh, ngay 05 thing A ndm 2019
V/v canh bao 15 hing trén trinh duyét chrome

Kinh giri: o . A .
- Cac S&, ban, nganh thu6c UBND tinh;
- UBND céc huyén, thi x&, thanh pho.

Thue hién Céng van sb 1038/CATTT-NCSC ngay 04/11/2019 cda Cuc
An toan thong tin vé viée canh bao 13 héng trén trinh duyét Chrome, S& Thong
tin va Truyén thong tran trong dé nghj céc co quan, don vi thyc hién theo cac
huéng dan cia Cuc An toan théng tin tai Cong vin s6 1038/CATTT-NCSC (co
gui kem theo).

Ngay khi phét hién su ¢b va khéng c6 kha ning xU ly vui long thong bao
vé Trung tim Céng nghé Théng tin va Truyén théng, S& Théng tin va Truyén
thong, 11A dudmg Ly Thai Té - phuong Subi Hoa - thanh phd Bic Ninh; dién
thoai lién hé: d/c Lai Hiru Duong - Pho Giam déc Trung tam CNTT&TT
0912.339.623; d/c Nguyén Thé Hung - Phong Quan tri va Tich hop hé théng
0222.3875606 - 0915.629.840, dia chi thu dién tr pgtthht.stttt@bacninh.gov.vn.

R4t mong nhén duge su quan tam, phdi hop cia Quy co quan.

Tréan trong cam on./.,

Noi niiin:

- Nhur trén;

- Giam dée, cdc Phé Giam dbe So;

- Phong VHTT cac huyén, thi x4, thanh phé (t/h),
- Cac phong, don vi thude So (th);

- Luu: VT, CNTT.

Nguoi ky: S¢ Thong tin
va Truyén thong
Email:
stttt@bacninh.goy.vn Nghiém Vian Hach
Co quan: Tinh Bac Ninh

Xae thye & Biemét Thoi gian ky: 05.11.2019
16:02:49 +07:00
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BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA'EOUCHU NGi%iA VIET NAM

CUC AN TOAN THONG TIN Pgc 1ap - Ty.do 2 Hanh phic
Séi//k’f__&ﬁ’Cf'_\'lT’l"—NCSC Ha Néi. ngay [Yhang Af nam 2019
V/v ¢anh bo 10 hong trén trinh duyét '
Chrome
Kinh gui:

- Pon vi chuyén trach vé CNTT céc bd, co quan ngang bd,
co quan thude Chinh phy;
- S& Thong tin va Truyén thong cac tinh, thanh phd truc
thude Trung uong;
- Céc Tap doan, Tong cong ty nha nudc; Cac td chic tai
chinh, ngan hang;
- Nguoi dung khdng gian mang Viét Nam.
Thue hién chirc ning, nhiém vu dugce giao, Cuc An toan thdng tin thudng
xuyén thuc hién céng tic theo di, giam sat trén Khéng gian mang nham phét

hién va ngan chan som cac nguy co gdy mat ATTT.

Qua cdng tac theo dodi thong tin trén khong gian mang, va hoat ddng hop
tac, chia sé théng tin vdi cac t chire 16n vé an toan thong tin trong va ngoai
nude, Cuc An toan théng tin ghi nhan xu huéng khai thac 16 héng (CVE-2019-
13720) trong trinh duyst Google Chrome. LS héng nay anh huong 101 hiu hét
cac hé diéu hanh (Microsoft Windows, Apple macOS va Linux) sit dung trinh

duyét Chrome trudc phién ban 78.0.3904.87.

bay 1a 15 h{:)ng phép dé tuong tan cong chen va thyc thi ma lénh tir xa
mdt cach ty dong. Do véy tdi pham mang cé thé cai cim ma khai thic vio cdc
trang web ngudi dung hay truy cap holc ltra ngudi ding truy cip vao cic trang
ndy, ngudi ding truy cdp cdc trang web nay thi mdy tinh/thiét bi cia ngudd
ding s& bi tdn cong, cai ¢im ma doc. L& héng nay da duoc Google va trong

phién ban Chrome 78.0.3904.87.

Nham bao dam an toan théng tin va phong tranh viée déi tuong tin cong
loi dung diém yeu an toan thong tin dé thire hién nhimg cude tan cong mang

nguy hiém, Cuc An toan thdng tin khuyCn nghi céc quén tri vién tai céc co quan,
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dom vi thuce hién:

- Kiém tra va cdp nhét 1&n phién ban Chrome mdi nhit (78.0.3904.87) dé
vi 16 héng bao mat va phong tranh céc nguy co bi tan céng thong qua viée khai

théc 16 héng,

- Han ché truy cép céc trang web, dudng dan la dic biét 14 cac trang web

c6 trong phy luc kém theo d bi cai ¢im mi khai thac.

- Tai Viét Nam ¢6 03 trinh duyét (Sfive, Chim Lac va Cde Céc) phat trién
trén ma nguén Chromie cling bi anh hudng bai 16 hdng bao mét nay. Trong dé
hai san pham trinh duyét (Sfive, Chim Lac) d3 dugc danh gia ddp (mg yéu cdu
coa TCVN 12637:2019 ¢6 kha ning cép nhat va canh bao khi ngudt dung truy
cdp cdc trang web ddc hai (bao gém ca nhimg trang bi cai cim ma khai thac

trén) khi ¢6 canh bao Cuc An tean thong tin.

Trong truomg hop can thiét ¢ thé lién hé diu méi hd tro cua Cuc An toan
théng tin: Trung tdm Gidm sat an toan khéng gian mang qudc gia, dién thoa

02432091616, thu dién tu: ais@mic.gov.vn.
Tran trong./.

Noi nhin: KT. CUC TRUONG
-Nhu trém; PHO CUC TRUGNG
- Bo trudmg (dé bic);

- Thir trudmg Nguyén Thanh Hung (d¢é b/c); sy o

- Cye trudmg (3¢ bic); "
- Luu: VT, NCSC.
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Phu fuc
Mot s6 hwdng dan edp nhit bin va
1. Danh sach trang web bi chén ma khai thae

behindcorona.com

code jquery.cdn.behindcorona.com
2. Huéng din cip nhit ban va

Mac di trinh duy8t web Chrome wr déng théng bio cho ngudi dung vé
phidn ban méi nhat ¢6 sin, nguoi dung duge khuyén nghj kich hoat thi céng
qua trinh cap nhat bfmg cach :

Vao Menw/ Tro gifip/ Gidi thiéu vé Google Chrome. Khi dé, trinh duyét

s€ ty dong tai ban cap nhit va nguoi ding chi can biam “chay lai”

G’ Google Chrome

® Googie Chrome 45 duts oép nhit
hen ban 76.0.2904.8 7 {Prudn ban Chinh thie) (54 bit)

Whin trg giip v Chrome Fed

Bad céo syred &

[



		2019-11-05T16:02:49+0700
	Việt Nam
	Sở Thông tin và Truyền thông<stttt@bacninh.gov.vn> đã ký lên văn bản này!




